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Wired and Wireless LAN Access Infrastructure
Gartner Magic Quadrant 2017

arvba

a Hewlett Packard
Enterprise company

Market Leader 12 Years Running?

Airhead Community 65K
Strong & Growing!

1 Aruba’s 12 years of placement includes HPE (Aruba) in the Magic Quadrant for the Wired & Wireless LAN Access Infrastructure from > COMPLETENESS OF
i, . ; . . WUMPLETENES
Aruba Networks in the same Magic Quadrant from 2012-2014 (3 years) and in the Magic Quadrant for Wireless LAN Access Infrastructure fron =
6 years). . Source: Gantner (October 20
his graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from
Aruba, a Hewlett Packard Enterprise company. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only
those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact.
Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties or merchantability or fitness for a particular purpose.
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Source: Gartner Magic Quadrant for the Wired and Wireless LAN Access Infrastructure
October 2017. Tim Zimmerman, Christian Canales, Bill Menezes
ID Number: G00316060
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Aruba sitova strategie — synergie mezi draty a bezdraty
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Aruba
Activate

Sjednocené politiky
* Authentication and setting policy using ClearPass Policy Manager
* User onboarding and guest access with ClearPass Policy Manager
* Simplify policy management and configuration with User Role

Konzistentni uzivatelska zkusenost
* Per port tunneling of all wired traffic to Mobility Controller
* Centralized policy management and enforcement
* All users have access to applications on the Controller

Dratovy i bezdratovy management

* End-to-end management of wired and wireless networks with AirWave
e Zero Touch Provisioning for rapid deployment with AirWave
* Cloud-based management with Aruba Central

Wireless optimalizace

* Automatic configuration of switch port when Aruba AP is detected
* Working with IAP to contain rogue AP, add VLAN
* Set appropriate QoS of traffic from the AP



Aruba mobile-first switch portfolio

2530

— Layer 2

— 8, 24 or 48 ports w/
10/100/1000BaseTX

— sFlow, ACLs, IPv6

— Fanless &
compact models

— Models with
10GbE uplinks

— PoE+ models

— Basic Layer 3
Static routing & RIP

— 24 or 48 ports with
10/100 or Gig

— sFlow, ACLs, IPv6

— Models with 10GbE
uplinks

— PoE+ models

2930F

— Basic Layer 3
Static Routing, RIP
& Access OSPF

— 8, 24, 48 ports Gig

— PoE+ models

— Models with
1GbE or 10GbE
Uplinks

— Internal Power
supply

— VSF stacking
(4x Units) front

plane stacking
— OpenFlow

2930M

— Layer 3
Static routing, RIP
& Access OSFP

— 24 or 48 port Gig

— Smart Rate multi-
gigabit Ethernet

— Wire speed 40GbE
— Modular uplinks

— Redundant power
— 10 unit stacking

— 480x 1GbE PoE+
ports in a stack

— 40x SmartRate
ports in a stack

— OpenFlow

3810

— Advanced Layer 3
— OSPF & BGP

— 24 or 48 port Gig

— Smart Rate multi-
gigabit Ethernet

— Wire speed 40GbE
— PoE+ models

— Modular uplinks

— Redundant power
— 10 unit stacking

— 480x 1GbE PoE+
ports in a stack

— 80x SmartRate
ports in a stack

— OpenFlow

5400R
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Advanced Layer 3
OSPF & BGP

6- and 12- slot
compact chassis

VSF support
(2x Units)

SmartRate multi-
gigabit Ethernet

Wire speed 40GbE

Redundant mgmt. &
power

288x 1GDbE ports,
96x 10GbE ports,
96x SmartRate ports
or 24x 40GbE ports

288 ports full POE+
capable

OpenFlow

8400

Advanced Layer 3
8-slot chassis
19.2Tbps

High Speed
Modules

Redundant mgmt.
and power

VSF support
(2x Units)

256x 10GbE ports,
192x 25GDbE ports,
64x 40GbE ports or
48x 100GbE ports

Next-Gen OS



https://www.hpe.com/h20195/v2/GetPDF.aspx/4AA4-4245ENW.pdf
https://www.hpe.com/h20195/v2/GetPDF.aspx/4AA4-4245ENW.pdf
http://www.arubanetworks.com/assets/ds/DS_3810SwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_3810SwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_2930FSwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_2930FSwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_2540SwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_2540SwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_8400XSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_8400XSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_5400Rzl2SwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_5400Rzl2SwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_2930MSwitchSeries.pdf
http://www.arubanetworks.com/assets/ds/DS_2930MSwitchSeries.pdf

ARUBA 2930M SWITCH SERIES

» Aruba Layer 3 switch series with powerful ProVision ASIC and
enterprise feature set with static, RIP and Access OSPF routing, ACLs,
sFlow, IPv6 with no software licensing required

AirWave and ClearPass Policy Manager integration

Scalable and resilient with 10 chassis stacking

Modular 10GbE SFP+, HPE Smart Rate and 40GbE QSFP+ uplinks
Smart Rate multi-gig
Up to 144C
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Performance and power for the mobile-first campus



Sjednoceni pristupovych politik do LAN a WiFi

Downloadable User Roles

1. Wired or wireless 2. CPPM returns Role
user provides & Policy
credentials

— Dynamically assigned by ClearPass at the time
of authentication

4_,.4_,—4_>

_ . . . _ Mobility
Every user/device is assigned a User Role e R .
— User Role policies include QoS, VLAN, ACL, poliey Vanager
Rate Limits (CPPM)
@ ) —— 3. Role & Policy push to
— Same as WLAN AP, simplify policy configuration Aruba0s-Switch| the Mobility Controller or
and management PC/Laptop Aruba Switches

a Hewlett Packard 8

Enferprise cormpany



INTEGRATION WITH ARUBA CONTROLLERS AND APs

Provide secured tunnel to transport network traffic on a per-
port basis to Aruba Controller. Authentication and network
policies will be applied and enforced at the Controller

Consistent wired/wireless network
architecture

Centralized role-based policy

enforcement
Tunnels

Access Controller’s feature
packet inspection, fin

Enhanced s
ArubaOS-Switch

Core
switch




Aruba prinasi inovace i do dratovych siti
moderni Kampus Core-agregacni prvek pro narocné

Aruba 8400 and ArubaOS-CX
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Aruba 8320 - Campus Aggregation Switch
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a Hewlett Packard
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Pruzna architektura garantuje ochranu investic
Wi-Fi ktera se vyviji s potfrebami businessu

ji fJ(gUu =
INSTANT PRISTUPOVE BODY ARUBA CENTRAL ON-PREMISE KONTROLER
— AP se zabudovanym kontrolerem — Multi-site Cloud management — Centralizované fizeni a Sifrovani
— Startup bez nutnosti kontroleru — Idealni pro pobogky bez IT pro maximalni bezpecnost a skalu

Jedna architektura pro vSechny zpusoby nasazeni
AP se umi pfepnout do vSech rezimu

arvba
a Hewlett Packard 13

Enferprise cormpany



Aruba Instant Wi-Fi

EASY DEPLOYMENT

Less hardware, faster set-up SIMPLE

POWERFUL
COST EFFECTIVE

ENTERPRISE-GRADE &
ALL INCLUSIVE
g ————yr—. /.

BUILT-IN RF MANAGEMENT BUILT-IN SECURITY BUILT-IN RESILIENCY
Adaptive Radio Management™ Firewall/Role-based Access Site Survivability
ClientMatch™ Intrusion Prevention/Detection Uplink Redundancy

App Visibility, Compliance

Cost effective, simple, secure and scalable architecture suitable for distributed locations

aruba 14



Enterprise company

Inteligentni fizeni podle aplikaci s AppRF™

¢ }@ l. o 8

-] Office 365

wll ~
N N

Povolte, zakazte nebo omezte podle aplikace
Nastavujte aplikacni pravidla podle uzivatele, mista i Casu

CONFIDENTIAL © Copyright 2016. Aruba, a Hewlett Packard Enterprise Company. All rights reserved



Bezpecny pristup do sité podle role

Role-Based
Access Control

SSID-Based Access Rights
Access Control = m

{1 RADIUS

Virtual-AP 2
| SSID: Corp

Corporate
Services

Voice

B vt ﬁ

ClearPass

\

Signage l SSID: GUEST

: [ Guest  3-* @il
|

Secure Tunnel

“ Captive Portal To DM B
Guest P — :
I||||||||| ------- - '"|

aruvba
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ClientMatch™

Vice kapacity a vetsi kvality site pres celou
kancelar

INTELIGENTNI ANALYZA CO SE D

i 9 @

DEVICETYPE LOCATION CONGESTIC

aruba

Enterprise company



Airtime Fairness — rychlejsi nemusi ¢ekat na pomalejsi

* Prevent throughput reduction for faster clients in the
presence of slower clients

» AIr time Allocation Policies

— Default Access — Disable Air Time allocation
— Fair Access — Allocate same air time to all clients
— Preferred Access — Allocate air time based on client capabilities

—Gives higher priority to faster clients (802.11ac >802.11n >
802.11a/g > 802.11b) while ensuring no clients are starved

— Works with mixed-mode clients in both 2.4 and 5GHz spectrums, across
11b/g/n and 11a/n client

~
-~
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Aruba WLAN Access Point Portfolio

Indoor Access Points Outdoor Access Points

Hospitality Access Points
330 Series 11ac Wave 2

. o 367 11ac Wave 2
4x4:4 MU-MIMO ¥ 2x2:2 Dual-radio, BLE

Dual Up”nk’ BLE, USB 303H 11ac 203H 11ac 2, 90° Directional Antennas

Smart Rate (2.5/5GBASE-T) : 3 Ports, PoE Out 1 GbE Ports Out
2x2:2 Wave 2 2x2:2 flex-radio

Dual-radio, BLE USB

USB
320 Series 11ac Wave 2 L@ a 365 11ac Wave 2

4x4:4 MU-MIMO 2x2:2 Dual-radio, BLE

Dual uplink, BLE, USB 9, Omnidirectional Antennas
PR ’ Remote Access Points

310 Series 11ac Wave 2 203R 11ac cull 275 11ac Wave 1

3x3:3 Dual-radi
4x4:4 MU-MIMO 2 GbE Ports Out, 1x PoE Out o Juarracis
. Omnidirectional Antennas
BLE, USB 2x2:2 Flex-radio, BLE, USB
20 Mbps wired IPsec encryption

300 Series 11ac Wave 2 ~ 277 11ac Wave 1
3x3:3 MU-MIMO L TRt T 3x3:3 Dual-radio
BLE, USB m 80° Directional Antennas

207 Series 11ac Wave 1 ' 228 Series 11ac
2x2:2 Dual-radio 2 GbE Ports Out, 1x PoE Out €« 274 11ac Wave 1

BLE USB 2x2:2 Flex-radio, BLE, USB | - | 3x3:3 Dual-radio
’ 20 Mbps wired [Psec encryption 3 External Antenna Connectors

aruba 19
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Outdoor AP testujeme | v extrémnich podminkach

A JOQ

/oy R
&

e
AL

Aruba outdoor
AP-365 & 367

\“w
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Aruba enables deployment flexibility with Unified APs

All new APs from January 2017

I
. _ e = aruba
360 — 203R

303H 203H

Controller-based (CAP)

Centralized encryption/switching
Larger mobility domains
Advanced services at scale

Unified AP
(UAP)

.
=
AL RO e

ol ' I

Controllerless (IAP)

Many individual remote sites

Simplified management
Minimal onsite HW and IT

aruvba

a Hewlett Packard
Entferprisa cormpany

*All APs can also be deployed as Remote Access Points

21



Controllers scale from branch to campus

et o 7030

7024 (24 POE+)

7010 (12 POE+)

> VMC-TACT (8/16 AP)

7005/7008 (16 AP)

aruvba

Large Campus
High performance, redundant power/fan
512 — 2048 APs, up to 80Gbps throughput

Midsize Campus
High performance, fixed form factor
Up to 256 APs, 12 Gbps throughput

Large branch
Up to 64 APs and up to 8Gbps throughput

Midsize branch with integrated switch
12 or 24 ports of PoE+ for unified branches
Up to 32 APs

Small branch
Virtualized or PoE-powered controllers

Branch
Campus

22



a Hewlett Packard
Enterprise company

Wired & Wireless
Security



Cesta k souladu s GDPR

Kroky na ochranu, ktera slouzi pro pristup osobnim udajim
— Urcete, co a kde jsou ulozeny vSechny osobni tdaje, klasifikujte je.
— Nastavte konzistentni politiky pro pfistupu ke konkrétnim udajum — pristupova kontrola
— Identifikujte a v€as ohlaste naruseni bezpec€nosti osobnich dat.

Jakeé informace spadaji pod GDPR?

— Osobni Udaje: jméno, pohlavi, vék, datum narozeni, osobni stav, IP adresa, fotograficky
zaznam

—Organizacni Udaje: e-mailova adresa, telefonni Cislo, identifikaéni Udaje vydané statem



ADERUATE
EELEVANT ACCURATE

LIMITED
N TTME
— LIMITED

COPYRIGHT 2017 B.-DREYER GDPRTOONS.-COM

INSPIRED BY: H-HADDON — L.KENDALL

aruvba

a Hewlett Packard
Entferprisa cormpany

NOTHING TO
WORRY ABOUT ...

JusT
ALITTLE
PIECE OF DATA

TO WORK
AROUND.-

wMa

COPYRIGHT 2017 B-DREYER GDPRTOONS

INSPIRED 8Y: D-REYNOLDS




GDPR myty

Nepravdy o wi-fi v souvislosti s GDPR

27. 2. 2018 - Ufad pro ochranu osobnich udaju je nucen podat dementi desinformaci v élanku na téma
likvidaénich sankci za volné dostupnou wi-fi sit’, ktery byl publikovan denikem E15 ve étvrtek 22. unora 2018.

Clanek _Za volné dostupnou wi-fi sit hrozi restauracim ¢i hoteldm likvidaéni pokuty” obsahuje fadu nepravdivych tvrzeni
(odkaz na ¢lanek zde).

Zasadni informaci pro verejnost je, Ze ani GDPR, ani unijni regulace soukromi a elektronickych komunikaci nevyzaduje
wi-fi sit zabezpecit, tj. zaheslovat. Ochrana soukromi totiz vychazi z opravnéni na informacni sebeurfeni subjektu udaj.
Osobni Udaje patfi subjektu Udajd a je primamé na jeho svobodném rozhodnuti, komu je poskytne: wyjimky stanowi
pravni pfedpis. Je tedy na kaZzdém Clovéku, zda se rozhodne pouZivat cizi nezaheslovanou sit, je to na jeho vili.

\ této souvislosti je tfeba zdlraznit, Ze pfenos dat se Fidi GDPR toliko podpumé. Primarni regulaci je smérnice
Evropskeho parlamentu a Rady 2002/58/ES, o zpracovani osobnich Gdaji a ochrané soukromi v odvétvi elektronickych
komunikaci (smérnice o soukromi a elektronickych komunikacich), ktera byla do ¢eskeho pravniho fadu transponovana
zakonem €. 127/2005 Sb., o elektronickych komunikacich a o zméné nékterych souvisgjicich zakonl (zakon o
elektronickych komunikacich) a zakonem ¢. 480/2004 Sb., o nékterych sluzbach informacni spolecnosti a 0 Zzméné
nékterych zakonl (zakon o nékterych sluZbach informaéni spolecnosti). V soutasné dob& probiha v EU jednani o
nahrazeni smérnice o soukromi a elektronickych komunikacich novym nafizenim, o kterem UOOU pravidelné informuje.

aruvba

a Hewlett Packard
Enferprise cormpany
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Bezpecnostni realita dnesnich siti

Tradiéni bezpecnost na bazi
perimetru sité je minulost

’.

aruvba

a Hewlett Packard
Entferprisa cormpany

Mobilita znamena, ze
hrozby pfichazeji zevnitr

27



Problém sdileného hesla?

Enferprise cormpany

28



Zamezte moznym utokum a méjte kontrolu nad pristupem do
site

ldentifikace Nastaveni politik Zabezpeceni
N

C) L &)

= =

|dentifikujte/ Profilujte a Zavedte vhodné pfistupové Zavedte detekci pomoci

nasledné autentifikujte politiky (autorizace) v dynamické kontroly a reste
uzivatelé a zafizeni zavislosti na typ uzivatele a napravu take ve spolupraci s
pFipojujici se do sité. zafizeni a.i. . produktama 3.stran




Vynuceni bezpecnostni politiky pro kazdé zarizeni v siti

user/role device type / health

Contractor |nfrastructure fm iE’
-l

L

Internal/Cloud Applications

Administrator ST ITETE=T e

2 o mm
e ==
Employee w ! Network Infrastructure

time / day location
30




ClearPass: Device Visibility

Corporate el
Devices

NETRIEAS
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Internet of
Things (loT) Multi-vendor
switching

% Multi-vendor

Guest and BYOD WLANS
aruba

a Hewlett Packard
Enferprise cormpany

Juniper Hhedh

auba ARISTA

Aruba ClearPass

Device Profiling
DHCP, CDP, LLDP, SNMP, WMI, MAC, NMAP, sFLOW

s ey
- v
" B
e e

P-UK-PILOT-

xscovery Pratocol ve.0WIn2000 Sarver
COM.ptpilot.hp.co,uk

overy Protacol v 0Win2000 Server
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ClearPass: Flexible Secure Access

o~Pro
ﬂ -
-0

Corporate
Devices
Certificate based 802.1x
Multi-vendor
switching [:::==::::===::::==::::=:.}Ehl - m-
gL
o . 0
- V7.
Aruba ClearPass
Multi-vendor
WLANS
a Hewlett Packard 32
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Adaptivni bezpecnostni politika podle vilastnictvi zarizeni

Enterprise Tablet

Authentication EAP-TLS Authentication EAP-TLS

BYOD Tablet

SSID CORP-SECURE SSID CORP-SECURE

Internet Only

@8 exchange

aruvba

a Hewlett Packard
Enferprise cormpany
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ClearPass

Corporate
Devices

ettt

Internet of
Things (1oT)

a Hewlett Packand
Enferprise cormpany

: Flexible Secure Access

Multi-vendor
switching

Multi-vendor
WLANS

Aruba ClearPass

Infusion Pump
VLAN

%o ACCESS

TN

No 802.1X

MAC authentication with

profile based Authorization

34



ClearPass: Flexible Secure Access

Corporate
Devices

ettt

Internet of
Things (1oT)

Guest and
BYOD

a Hewlett Packand
Enferprise cormpany

Multi-vendor
switching

Multi-vendor
WLANS

Aruba ClearPass

O=—
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ACCESS

o~Pro
ﬂ -
—o

Self-Service workflows for
Guest and BYOD devices
save on IT / Security time

35



ClearPass Exchange pro spolupraci s 3" party

Client Devices

Next-Gen MDM / EMM
Perimeter Defense
a?watch” @ Mobilelron
Juniper
paloalto Google ¢i .
Check Point 3 CITRIX
FE:EHT"-'ET SOFTWARE TECHNOLOGIES LTD == Micmgoﬁ

*2zBlackBerry

a Hewlett Packard
Enterprise company

ArcSightt splunk>

RSA servicenow

>US
SIEM, Automation, MFA

Hewlett Packard

Enterprise BROCADE

JUNIPEL  silaan]r,
CISCO.

_ Infrastructure
loT Devices

aruvba

a Hewlett Packand
Enterprise company



Jak funguje Aruba Ingress Event Engine?

Q Zarizeni/uzivatel se Q Bezpelnostni prvek Q |zolace/reautentizace/

pripoji k siti detekuje hrozbu na otisk prstu/cokoliv
perimetru = )

L% = ]9 »)W"«(

** Firewall /
IPS

LAN/WLAN

Detekce hrozeb a jejich potlaceni primo na urovni
koncového zarizeni v realném case

rrrrrrrrr ackard 37
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Pro¢€ vybrat A

- Aruba je technologicky lidr v ente

(AppRF™, ClientMatch™, vykon v HD prostredl A|
identifikace non-WiFi ruseni, podpora Lync/

- Flexibilni architektura reseni g

e Fair
malizace pro

management-Saas

- Cenove vyhodny startup

oznostl dalsiho ro

integraci s 3rd party)
- Rychlé uvedeni do prdvc‘:i
- (plug&play, vizibilita provozu, pokro



